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RESEARCH ARTICLE  

The India-Pakistan Cyber Divide: Exploring the Role of Cyber Warfare in Bilateral 
Relations and its Impact on Afghanistan's National Security 
Hashir Noor Sukhera a 

 

Abstract: This essay explores the developing cyberwarfare between Pakistan and India and its complicated 
ramifications for the safety of Afghanistan.  using Realist, Cyber security, and complex Interdependence theories, the 
paper examines how South Asian geopolitical dynamics are shaped by means of digital propaganda, espionage, and 
strength projection in cyberspace, which has developed right into a crucial area.  A growing virtual divide with 
regional repercussions is caused by India's era advancements and cyber alliances in assessment to Pakistan's 
asymmetrical techniques and strategic alliances.  Afghanistan is a target and a venue for affect operations through 
its neighbors due to its institutional weaknesses and brittle digital infrastructure.  The take a look at comes to the 
conclusion that regional cyber rivalry is based on ancient conflicts and geopolitical aspirations as opposed to just era. 
Similarly to technical reforms, worldwide cooperation, regional cyber rules, and self-assurance-building initiatives 
are had to close this gap. 
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Introduction 
The subject talks approximately the grave and developing trouble of cyberwarfare in South Asia and the way 
it influences Afghanistan. After years of battle, India and Pakistan are increasingly utilizing cyber strategies, 
such as espionage, spying on one another, and disseminating false statistics.  This cyber divide is an end 
result of both well-known geopolitical prejudices and the situations in Afghanistan.  Afghanistan is especially 
prone to the troubles arising from this cyber rivalry because of its shaky internet infrastructure and 
governance.  The way the place handles its protection has changed drastically because of technology.  due 
to the instability of the situation, cyberwarfare is used to influence areas and bring strategic indicators in 
armed conflicts. The impact of Pakistani and Indian cyberattacks on Afghanistan's national protection is 
tested in this article.  The look at, which draws on realist theory, uses ideas of power and survival to explain 
those changes, exposing new effects that cyber technologies are having on local ties and attack fears.  
(statistics technology and Electronics Ministry, 2023; Telecommunication Authority of Pakistan, 2023; 
workplace of the United countries on pills and Crime, 2023; Knake and Clarke, 2010) 
 
Literature Review 
Teachers and policymakers are paying increasingly more attention to cyberwarfare and its effects on regional 
and countrywide safety.  A massive part of the literature examines how interstate battle is converting inside 
the virtual sphere, especially among competitor international locations with lengthy-standing animosities like 
India and Pakistan. The fundamental framework for comprehending cyberspace as a new theater of war 
become installed by way of Clarke and Knake (2010), who emphasized the risks of strategic manipulation and 
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virtual sabotage.  Carr (2011) went into greater detail approximately the worldwide cyber danger scenario, 
highlighting the usage of our on-line world for propaganda and information accumulating.  The theoretical 
foundation of this study is knowledgeable by using those works, which body the larger conceptual panorama 
of cyberwarfare. policy reports and government guides just like the Ministry of Electronics and information 
generation (2023), which describe India's efforts to develop deterrence strategies, build indigenous 
cybersecurity infrastructure, and engage in cyber diplomacy with allies just like the U.S., Japan, and France, 
have supplied enough documentation of the us of a's fast improvement in cyber competencies.  similar to 
this, Pakistan's Cyber safety policy Framework (PTA, 2023) has been used to evaluate its cyber posture. It 
highlights crucial institutional advancements, which includes p.c. (2016), in addition to the developing use of 
low-intensity and asymmetric cyber techniques by using state and proxy actors. despite these U.S-particular 
studies, research on the consequences of this bilateral cyber competition on a third-birthday celebration 
state along with Afghanistan is relatively lacking.  Khan (2021) investigates how influence operations might 
make the most Afghanistan's weak virtual infrastructure.  similar to this, UNODC (2023) notes how foreign 
intelligence services and non-nation actors take benefit of Afghanistan's cyber weaknesses to further 
destabilize the place. 

From a theoretical angle, Nye (2017) offers the principles of "tender electricity" and cyber deterrence 
in virtual geopolitics, offering insight into India's approach for nearby domination.  Realist concept, which 
describes how states behave in anarchic worldwide structures, is a good match for decoding the cyberwarfare 
among India and Pakistan. to emphasize the economic and technological entanglements that exacerbate 
kingdom rivalry, this study carries different frameworks such as complex Interdependence concept and Cyber 
security idea, which recognizes the ambiguous and transnational nature of cyber threats. A triangular local 
analysis that is understudied in present day educational discourse is supplied by means of this paper, which 
bridges a vital hole in the literature by means of connecting the India-Pakistan cyber divide and its effect on 
Afghanistan's countrywide protection. 
 
India and Cyber Capabilities 
India prioritizes cybersecurity in both its global and national security techniques.  via using institutional 
frameworks, military investment, and collaboration with countries engaged in cyber international relations 
over the past ten years, India has evolved sophisticated cyber abilities.  This shift includes the countrywide 
Cyber Coordination Centre (NCCC), which monitors net traffic to monitor interest and coordinate cyber 
intelligence.  (facts era and Electronics Ministry, 2023). In addition, below the incorporated Defense personnel, 
the Indian Defense Cyber corporation (DCA) manages both offensive and shielding operations. The 
corporation has addressed several alleged cyber intrusions at army installations, banks, and nuclear sites. 
The Indian government has followed a more proactive stance as a result of these risks.  in accordance with 
its cyber plans, India is investing in cyber-associated studies, developing indigenous technology, and getting 
ready for numerous cyberthreats.  It also promotes enhancing digital education for law enforcement 
organizations and introducing cyber training into colleges.  India is running with different countries, which 
include America, Japan, and France, on cyber troubles.  It participates actively within the international forum 
on Cyber know-how (GFCE) as nicely.  They beautify India's involvement on the worldwide digital scene and 
its protection against cyberattacks (data generation and Electronics Ministry, 2023) 
 
Pakistan’s Cyber Posture 
Despite the fact that Pakistan's cybersecurity remains at a reasonable stage, it's far swiftly getting higher. 
The country wide Cyber protection coverage changed into legal in 2021 with the goals of strengthening the 
nation's defenses in opposition to cyberattacks, fostering the development of home technologies, and 
developing a number one directing framework. To create a complete set of regulations against cybercrime, 
the Pakistani government is revising the Prevention of digital Crimes Act (%).  reviews state that ISI and 
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other Pakistan militia businesses in most cases use cyberspace for intelligence gathering, message 
dissemination, and remark. India has accused Pakistan of helping hackers who goal its news portals, 
information warehouses, and government web sites.  although independent cyber specialists locate chronic 
evidence of attacks coming from within Pakistan, the government of Pakistan maintains that the accusations 
are unfaithful. Pakistan has partnered with China to decorate its competencies, commonly via collaboration 
on clever city projects, surveillance technologies, and artificial intelligence.  India and the West are worried 
about those collaborations because they enhance the possibility of military internet use inside the vicinity.  
(records generation and Electronics Ministry, 2023; Telecommunication Authority of Pakistan, 2023). 

Information safety, censorship, and internet governance are all topics covered in Pakistan.  
government and personal agencies stay prime targets for hackers because so many individuals are ignorant 
of the risks and there is a shortage of certified cybersecurity professionals. consequently, the kingdom is 
focusing extra on cyberattacks and participating with institutions and companies to elevate consciousness of 
them.  Pakistan's early approach for cybersecurity is centered on competing with its neighbors and defending 
its sovereignty (Telecommunication Authority of Pakistan, 2023). 
 
Afghanistan’s Security Vulnerability 
Afghan infrastructure is a prime target and a chief difficulty in the cyberwar among India and Pakistan due 
to its instability. Afghanistan lacks strong virtual safety due to the non-stop struggle.  Afghanistan is barely 
organized to address even easy cyberattacks due to a loss of net connection in remote regions and a loss of 
funding in cyber protection.  Pakistan and India are both the use of online to influence Afghan politics, realize 
present day occasions, and sway public opinion (Pakistan Telecommunication Authority, 2023; Ministry of 
Electronics and facts technology, 2023). For example, an exceptional deal of fake cloth spread on social media 
in the course of the 2019 Afghan presidential election unexpectedly created confusion and raised questions 
on the election's integrity.  just like traditional propaganda, digital propaganda has weakened the cohesion 
of numerous ethnic organizations in Afghanistan through dividing them.  The situation on the net has gotten 
extra complicated since the Taliban's ascent.  although the government lack technological capabilities, they 
are able to utilize cyber surveillance tools that other players have made to be had to them.  at the equal 
time, risks of digital censorship, statistics hacking, and cyber stress impact Afghan opposition businesses, 
media, and civil society. Afghanistan's safety may be impacted by using any our on-line world interactions 
between India and Pakistan.  Afghanistan is therefore each inclined and crucial to nearby cybersecurity 
efforts (Information era and Electronics Ministry, 2023; Telecommunication Authority of Pakistan, 2023; 
Workplace of the United countries on drugs and Crime, 2023) 
 
Research Questions 

1. What consequences does India-Pakistan cyberwarfare have on South Asian nearby safety dynamics, 
mainly as regards to Afghanistan?  (information generation and Electronics Ministry, 2023; 
Telecommunication Authority of Pakistan, 2023; Knake and Clarke, 2010) 

2. How does the Realist theory give an explanation for India's and Pakistan's strategic cyber conduct?  
(facts era and Electronics Ministry, 2023; Telecommunication Authority of Pakistan, 2023). 

1. Are electricity imbalances in local cyber relations the motive of Afghanistan's cyber vulnerabilities? 
 
Discussion of Research Questions 
Question 1: What outcomes does India-Pakistan cyberwarfare have on South Asian regional protection 
dynamics, specifically with regards to Afghanistan?  (information era and Electronics Ministry, 2023; 
Telecommunication Authority of Pakistan, 2023; Knake and Clarke, 2010) 

 Cyberwarfare displays the non-stop opposition between India and Pakistan, which in flip impacts 
nearby safety in Afghanistan.  both international locations' cyber operations in opposition to one another 
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consist of cyber espionage, data theft, and the dissemination of fake facts. Cyberattacks on crucial systems 
are every so often additionally a part of those activities.  Afghanistan is particularly vulnerable to cyberattacks 
due to its proximity to the Indian-Pakistani war (statistics era and Electronics Ministry, 2023; 
Telecommunication Authority of Pakistan, 2023; Knake and Clarke, 2010). From a realist angle, the 
cyberwarfare among India and Pakistan is merely a reaction to the want for absolute energy within the 
absence of a centralized authority within the worldwide device.  the worldwide machine Afghanistan is seen 
through each India and Pakistan as a vital location that influences the distribution of strength in their on-
the-spot place.  Afghanistan has a substantial function within the nearby war for control of principal Asia, 
oil pipelines, and political ideologies in addition to a potential best friend (Sstatistics era and Electronics 
Ministry, 2023; Telecommunication Authority of Pakistan, 2023). Cyber Investments: India has invested plenty 
on cybersecurity as a result of its technological improvements and alliances with Western countries just like 
the USA and Israel. To reduce the need for imported answers, we are attempting to create a nearby 
technological environment.  India wants Afghanistan to soundly serve its interests, typically in managing 
Pakistan.  due to this, India's efforts in Afghanistan involve each attempting to guard its very own pursuits 
and people of its allies and utilizing facts conflict to disseminate narratives which can be advantageous to 
India (information era and Electronics Ministry, 2023; Telecommunication Authority of Pakistan, 2023). 
Pakistan acknowledges making use of imbalanced approaches with the aid of participating with China, a 
technological powerhouse, to obtain cyber talents.  additionally, a number of experts agree with that Pakistan 
deliberately allows or manages unfastened businesses that behavior cyberattacks towards targets in 
Afghanistan and India.  To develop, a number of those pillars would possibly attempt to undermine, spy on-
line, or act dishonestly.  Pakistan wants to preserve it have an impact on in Afghanistan, weaken India, and 
reason confusion.  (statistics generation and Electronics Ministry, 2023) (Telecommunication Authority of 
Pakistan, 2023) despite the fact that Afghanistan is a place in which real combat takes area, it is also a place 
in which nations have an impact on occasions simply without deploying squaddies.  because of Afghanistan's 
insufficient internet protection, neither side is able to save you the opposite from conducting destructive on-
line behavior. Both India and Pakistan should have an impact on Afghanistan in the international political 
game due to its protection worries.  the idea from realism that smaller countries are worried in high-quality 
electricity conflicts is contemplated inside the presence of big international locations engaged in combat in 
Afghanistan (Nye, 2017). 
 
Question 2: How does the Realist principle explain India's and Pakistan's strategic cyber behavior?  (facts 
technology and Electronics Ministry, 2023; Telecommunication Authority of Pakistan, 2023) 

Realist idea highlights the importance of power, survival, and competition in a society devoid of 
centralized authority, which enables to give an explanation for India's and Pakistan's cyber actions.  each 
international locations are using each device at their disposal, such as cyber abilities, to similarly their 
countrywide interests because they're engaged in a contention (Statistics technology and Electronics Ministry, 
2023; Telecommunication Authority of Pakistan, 2023) 

India's strategy for addressing risks to cyber safety (Information technology and Electronics Ministry, 
2023). India is increasingly more projecting regional strength and appearing entirely in its personal 
exceptional hobbies.  India's intention to gain cyber sovereignty by way of bolstering its cyber security is 
also glaring.  in preference to relying on imports, India is making an attempt to hire extra domestic cyber 
technology and infrastructure.  given that India does not need to rely on potential competition for important 
generation, this is supposed to address realism's thesis that states have to be afraid of each other (Statistics 
technology and Electronics Ministry, 2023; Nye (2017) 

In phrases of digital deterrence, India is making use of technology and partnerships with cyber 
leaders.  With stronger offensive cyber skills, India informs Pakistan that adverse cyber actions will bring 
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about a forceful reaction from India. the tactic, which was employed by using earlier Realists to prevent 
others from inciting violence, depends at the employment of force or technology (Statistics technology and 
Electronics Ministry, 2023; Telecommunication Authority of Pakistan, 2023) 

Moreover, India employs cyber approaches to steer political results in Afghanistan in order to lessen 
Pakistan's have an effect on there and create an Afghan government this is greater amicable to India.  Such 
cyberattacks could involve disseminating deceptive statistics or assisting local businesses that oppose 
Pakistan's viewpoint, strengthening India's have an effect on within the place (Information technology and 
Electronics Ministry, 2023; Telecommunication Authority of Pakistan, 2023) 
 
Pakistan has Evolved a Strategy for Cyberspace 
In fashionable, Pakistan lacks India's degree of technological prowess. Realism claims that Pakistan opts for 
Bandwagoning, becoming a member of forces with China to help offset India's superior navy strength and 
technological superiority. Pakistan complements its offensive and defensive efforts in cyberspace by way of 
utilizing Chinese language cyber expertise.  One obvious method China employs to counter India's superior 
cyber abilities is reliance on external partners (Ffacts generation and Electronics Ministry, 2023; 
Telecommunication Authority of Pakistan, 2023; Nye (2017) 

Furthermore, Pakistan uses groups referred to as proxy actors—which aren't below the government's 
control—to conduct cyberattacks. using computers and net connections from Pakistan or with assistance 
from neighboring areas, these groups’ goal vital Indian networks, take benefit of outages, and gather 
information. Pakistan uses cyber operations to assault its adversaries while remaining particularly secure as 
it prefers to keep away from open combat (Iinformation generation and Electronics Ministry, 2023) 
(Telecommunication Authority of Pakistan, 2023) 

Information amassing for intelligence purposes is a commonplace intention of Pakistan's cyber 
operations.  China has been charged by using India with orchestrating cyberattacks to thieve vital data from 
the government and army.  Such conditions are concept to be procedures for acquiring a future benefit or 
obtaining pertinent information to make use of in destiny conflicts, as mentioned in Realism (Data generation 
and Electronics Ministry, 2023; Telecommunication Authority of Pakistan, 2023; Nye (2017) 
 
Question 3: Are electricity imbalances in nearby cyber relations the purpose of Afghanistan's cyber 
vulnerabilities? 

The unequal strength dynamics in Afghanistan's area are the purpose of its cyber vulnerability, and 
realist theory effectively explains this.  because of Afghanistan's instability and underdeveloped net skills, 
neighboring international locations like India and Pakistan are interested in the opportunity to persuade their 
on-line conduct (Information era and Electronics Ministry, 2023; Telecommunication Authority of Pakistan, 
2023) 

Afghanistan is in a power gap due to its relative weak spot.  It makes it easy for its powerful neighbors 
to influence it since it fails to set up sturdy cyber defenses and put in force cyber protection policies.  This 
dating is akin to realists' notion that smaller states typically lack the capacity to shield their independence 
while threatened by large ones in an international placing without an international government.  both nations 
use their benefit to similarly their own strategic objectives within the vicinity considering Afghanistan is 
unable to defend itself from cyberattacks with the aid of Pakistan and India (Information generation and 
Electronics Ministry, 2023; Telecommunication Authority of Pakistan, 2023). 

Afghanistan's weak administration, persistent internal strife, and reliance on overseas resource 
exacerbate the united States’s cyber vulnerabilities because of its insufficient infrastructure and shortage of 
qualified exertions.  Afghanistan stays extremely prone to cyberattacks because of its confined potential to 
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create an unbiased cybersecurity infrastructure.  India and Pakistan see a hazard to steer Afghanistan's 
political future so one can forward the targets of their vicinity, for the reason that the country is presently 
engaged in virtual conflicts. (Ministry of Electronics and information generation, 2023; Pakistan Telecom 
Authority, 2023). 

Afghanistan is a key area for each India and Pakistan to rent cyber electricity to go into principal 
Asia and exert affect over the region because of its border.  Due of the state's shortcomings on the internet, 
each country is able to express themselves in methods which might be often not viable in armed conflicts.  
With predominant powers scuffling with thru proxies and employing strategies like cyber manipulation to 
benefit an advantage without running the danger of war escalation, Afghanistan exemplifies the use of 
indirect struggle techniques as described via realists (Facts generation and Electronics Ministry, 2023; 
Telecommunication Authority of Pakistan, 2023) 

All things considered, the imbalance of electricity among India, Pakistan, and Afghanistan is the 
direct purpose of Afghanistan's cyber vulnerabilities. Afghanistan's loss of defense towards cyberattacks 
demonstrates how the acts of huge nations affect the safety and independence of weaker states on the net 
(Pakistan Telecommunication Authority, 2023; Ministry of Electronics and statistics generation, 2023). 
 
Theoretical Framework 
The disparity in cyber protection among India and Pakistan, as well as its impact on Afghanistan, can be 
better understood using Realism, Cyber protection concept, and complex Interdependence principle.  usual, 
those theories provide an explanation for how a nation's interests, electricity in cyberspace, and 
interdependence with rivals and prone international locations have an impact on its cyber moves—as an 
instance, India, Pakistan, and Afghanistan.  (Ministry of Electronics and records era, 2023; Pakistan Telecom 
Authority, 2023; Nye, 2017). There is a tension between realism and cybersecurity (Nye, 2017). 

Realism in global relations keeps that the worldwide system is without legal guidelines, and nations 
behave primarily to live on and enlarge their power.  our on-line world has now emerged as an essential 
arena for countries to develop abilities for attacking and defending in opposition to cyber threats.  in view 
that their records and navy conflicts, India and Pakistan's differences are more and more visible online. Each 
nation has found out that cyber warfare may damage infrastructure, steal vital information, and weaken 
civilization even as final less risky than nuclear guns (Ministry of Electronics and statistics era, 2023; Pakistan 
Telecom Authority, 2023; (Nye, 2017; Clarke & Knake (2010). 

The justification for governments growing cyber skills is, in massive component, to dominate their 
competition and produce a sturdy message of might.  because countries see one more's cyber generation as 
risks, there has been extreme competition to develop cyber countermeasures.  whilst India strives to be 
extra digital, and its IT sector helps this purpose, Pakistan's cyber security features and links with China and 
other like-minded international locations also are strengthening.  (Ministry of Electronics and information 
generation, 2023; Pakistan Telecommunications Authority, 2023). 
 
Theory of Cyber Security 
Cyber security idea emphasizes the fact that, in contrast to land or sea warfare, cyberspace is dispersed, 
unequal, and makes denying involvement less difficult. It addresses topics along with kingdom-subsidized 
hacking assaults, moves on important infrastructure, cyber espionage, and information operations.  Such 
procedures have harmed both India and Pakistan.  those regimes' adversaries are confronted with hacking 
corporations, cyber militias, and propaganda techniques.  (Ministry of Electronics and data technology, 2023; 
(Pakistan Telecom Authority, 2023; UN workplace on capsules and Crime, 2023) 
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India's superior economy and era do not insulate it from Pakistan's dangerous cyber moves, which 
are an increasing number of without difficulty released from overseas.  The rise in Indian cyber safety and 
Pakistan's cyberspace reactions demonstrates that our on-line world is becoming increasingly more essential 
in wars, and figuring out who did what may be hard, however the consequences are real.  This kind of 
weather reason’s international locations to mistrust each other and poses a selected danger to Afghanistan 
and neighboring international locations (Ministry of Electronics and records era, 2023; Pakistan Telecom 
Authority, 2023). 
 
The Idea of Complex Interdependence Theory 
According to Realism, international locations regularly disagree, and as a result, one state's advantage equals 
some other's loss.  complicated Interdependence idea, alternatively, asserts that states are interdependent 
for economic, political, and technological motives, that may soften and complicate disputes.  despite the fact 
that India and Pakistan aren't buddies, they use comparable virtual gear, net systems, and era organizations 
and are at risk of the identical risks (Nye, 2017). 

Afghanistan is caught up within the midst of this complicated state of affairs.  Afghanistan's security 
is below jeopardy as a result of each country’s virtual have an impact on—India offers improvement and 
technological useful resource, at the same time as Pakistan conducts intelligence activities.  considering the 
fact that in India or cycles in Pakistan sell increase thru cyber-attacks, complicated Interdependence concept 
describes how non-kingdom actors could jeopardize Afghanistan's political stability if they take advantage of 
security loopholes (Ministry of Electronics and facts generation, 2023; Pakistan Telecom Authority, 2023). 
 
A Combination of Numerous Theories 
All of this allows us better to recognize the larger trouble of the cyber divide.  Realism explains why India 
and Pakistan are at odds; Cyber safety principle explains why and how these conflicts get up; and complicated 
Interdependence idea explains the war's unintended effects in regions like Afghanistan.  With their help, we 
can understand how cyber competitiveness is inextricably linked to large security and political conflicts inside 
the vicinity (Ministry of Electronics and information era, 2023; Pakistan Telecom Authority, 2023; Nye, 2017). 
 
Methodology 
This looks at uses a qualitative, interpretive studies approach based totally on theoretical analysis and 
document-based content material analysis to better recognize the cyber strength dynamics between India, 
Pakistan, and Afghanistan. 
1. Facts Sources 
 The research uses primary assets from the Ministry of Electronics and facts technology (India) and the 
Pakistan Telecommunication Authority. 
} Use international reviews (e.g., UNODC, ITU, CSIS) to gather empirical information and document cyber 

incidents. 
} References: peer-reviewed journals (e.g., global protection, magazine of international Affairs) and 

books by using writers inclusive of Nye, Clarke, and Knake. 
} Use assumes tank guides like Carnegie Endowment for worldwide Peace to investigate nearby 

cybersecurity. 
  
2. Analytic method 
 The look at employs a theory-knowledgeable evaluation thru three interconnected frameworks: 
} Realist principle explains how countries prioritize survival and electricity in cyber strategies. 
} Cyber safety concept examines uneven cyber operations and the employment of proxy actors. 
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} complex interdependence.  concept feeds the talk over how virtual interconnectivity each constrains 
and allows conflict. 

The content material turned into thematically evaluated, with information classified as geopolitical conduct, 
technological skills, strategic relationships, and 1/3-birthday celebration vulnerabilities.  This helped to 
establish ties between cyber rules and local security results, especially in Afghanistan. 
 
3. Scope & Boundaries 
} The research examines coverage tendencies, cyber occasions, and strategic modifications in 3 nations 

from 2010 to 2024. 
} barriers:  due to the anomaly of cyber operations and the classified fame of many strategic doctrines, 

the examine specifically relies upon on open-supply intelligence and secondary reporting.  moreover, 
the shortage of subject interviews or proprietary facts may additionally restrict the level of operational 
expertise. 

Regardless of those obstacles, the methodological triangulation of principle, coverage files, and educational 
assets affords a strong foundation for examining the cyber divide and its outcomes for nearby balance. 
 
Entity 
India 
Due to the fact India has unexpectedly digitalized, advanced superior generation, and confronts safety 
concerns from each Pakistan and China, it's miles a distinguished participant in the cyber enterprise.  India's 
digital strategy is targeted on its large geopolitical goals and the quest for control over its personal virtual 
realm in a tumultuous international.  inside our on-line world between India and Pakistan, India has 
attempted to at ease its virtual infrastructure, give a boost to its attacking abilities, increase its diplomatic 
hobby online, and beef up its virtual frontiers (Ministry of Electronics and data era, 2023; Pakistan 
Telecommunications Authority, 2023). 
 
How India Develops and makes use of Its Cyber talents 
The usage of applications together with virtual India, India has attempted to increase its cyber surroundings 
and put millions of offerings and those online.  The US's IT economic system is flourishing, and increasingly 
more cybersecurity corporations assist each public and industrial businesses.  CERT-IN is in price of 
responding to cyberattacks, monitoring countrywide threats, and caution the general public thru signals and 
advisories (Ministry of Electronics and facts generation, 2023). 

The defense Cyber organization (DCA) turned into mounted by India's armed services to manipulate 
cyber activities.  despite India's denials that it engages in offensive cyber struggle, a couple of resources 
corroborate that the government is able to take motion in such conditions.  It also discusses techniques for 
making sure cyber protection in economic, transportation, space, and crucial infrastructure networks.  
(Ministry of Electronics and records generation, 2023; Clarke & Knake, 2010). 
 
India's View on Pakistan 
India views Pakistan to be both a traditional risk and a digital adversary able to be sporting out assaults that 
don't require similar strength.  more than one cyber assault against Indian authorities, banking, and strength 
networks have already been traced returned to actors primarily based in Pakistan.  So, India has accelerated 
its cyber operations to reveal Pakistan's activities, misinformation, and social media campaigns (Ministry of 
Electronics and information technology, 2023; Pakistan Telecommunication Authority, 2023; United countries 
office on pills and Crime, 2023). 
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India claims that agencies based totally in Pakistan make use of phishing, fake information, and 
malware to goal each Indian residents and authorities’ officials, mainly at some point of massive events or 
large news memories.  As an end result, India has all started to technique its cyber approach with Pakistan 
with vigilance (Ministry of Electronics and information generation, 2023; Pakistan Telecom Authority, 2023). 
 
Running with Cyber troubles within the World hood 
India is active in international cyber forums and promotes an unfastened, open, and relaxed internet.  the 
us, Japan, Australia, and eu Union countries are participating with the UN to develop cyber regulations.  the 
binds make India seem more potent globally, at the same time as also distinguishing Pakistan from without 
borderlines cyber gatherings (Ministry of Electronics and information generation, 2023; Pakistan Telecom 
Authority, 2023). 

India and Afghanistan have made progress in cybersecurity collaboration.  New Delhi has assisted 
the Afghan government with generation, digital infrastructure, and online government offerings.  though, 
Pakistan perspectives India's presence inside the virtual realm as a danger because it feels it's miles a part 
of India's larger effort to encircle Pakistan (Ministry of Electronics and information generation, 2023; Pakistan 
Telecom Authority, 2023). 
 
India's Role in Controlling Local Cyber Pastime 
India's digital boom helps some areas of South Asia at the same time as concurrently causing demanding 
situations some other place.  One benefit is that extended cybersecurity strengthens the vicinity, but any 
other downside is that utilizing virtual equipment in opposition to Pakistan widens the divide among the 2 
countries.  due to this contention, Afghanistan sees its own share of digital activity aimed toward influencing 
and acquiring facts (Ministry of Electronics and information generation, 2023; Pakistan Telecom Authority, 
2023). 

India's electricity in South Asia's cyber order stems from its cyber alliances, protection companies, 
and coverage frameworks.  however, due to India's hostile courting with Pakistan, the cyber realm is notably 
contentious and politicized (Ministry of Electronics and information generation, 2023; Pakistan Telecom 
Authority, 2023). 
 
Pakistan 
Pakistan's our on-line world coverage is impacted via opposition with India, internal protection problems, 
and a choice to modernize digitally.  whilst India develops in technology, Pakistan prioritizes cyber safety 
and cyber-attack safety in its protection plan.  inside the India-Pakistan cyber divide, Pakistan has accelerated 
its competencies, operated vicinity-specific data operations, and employs low-depth strikes with asymmetric 
techniques (Ministry of Electronics and information generation, 2023; Pakistan Telecom Authority, 2023). 
 
Pakistan's Surroundings for Electronic Data Control 
Pakistan's cyber safety is controlled by the Pakistan Telecommunication Authority (PTA), the countrywide 
response Centre for Cyber Crime (NR3C), that's a part of the FIA, and the Pakistan computer Emergency 
reaction team.  but, due to the fact Pakistan's employer and technology are less evolved, the United States 
of America is extra prone to cyber-assaults and surveillance (Pakistan Telecom Authority, 2023). 

After figuring out those threats, Pakistan is that specialize in strengthening its cyber protection 
through launching initiatives which includes "digital Pakistan." regardless of the reality that Pakistan passed 
the Prevention of electronic Crimes Act (percent) in 2016 to combat cybercrime, several humans keep 
impeaching how it is used and implemented (Pakistan Telecom Authority, 2023). 
 
Cyber Operations and India’s Strategic Competence 
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This disagreement occurs mainly on one side or the opposite.  despite the fact that India's cyber defense is 
extra consistent and set up, Pakistan's intentions in that location are intended to be extra stealthy and adapt 
to the scenario.  Hackers presupposed to be located in Pakistan attempted to get get right of entry to to 
Indian government statistics, military networks, and digital information web sites.  Defacement assaults, 
data breaches, incorrect information, and cyber propaganda are not unusual additives of operations, which 
regularly coincide with army standoffs or issues among international locations (Ministry of Electronics and 
information technology, 2023; (Pakistan Telecommunication Authority, 2023; United countries workplace on 
pills and Crime, 2023). 

At some point of the Uri incident in 2016 and the Pulwama-Balakot disaster in 2019, cyber armies 
connected to Pakistan tried to have an effect on people's perceptions of India.  Pakistanis can now use social 
media strategies and digital activism to highlight the Kashmir trouble or confront India in Afghanistan.  
(Ministry of Electronics and information technology, 2023; Pakistan Telecommunications Authority, 2023). 

however, Pakistan has been extra severely impacted by India in phrases of cyber safety because of 
its weaker defense and advanced IT infrastructure.  This disparity extends the cyber divide, reworking the 
net into another venue for the classic India-Pakistan war (Ministry of Electronics and data generation, 2023; 
Pakistan Telecommunications Authority, 2023). 
 
Supervising and Managing Facts via Virtual Systems 
Controlling data and maintaining digital possession are key components of Pakistan's cybersecurity coverage.  
authorities often restriction get right of entry to websites and limit content material deemed unfavorable to 
the state or country wide harmony.  As a result, online channels are closely monitored and controlled, 
specifically at some point of political confrontations (Pakistan Telecom Authority, 2023). 

Whilst it contributes to national safety, it additionally has an impact on the development of a secure 
and open digital economic system.  Over the preceding decade, there were several examples of huge records 
breaches and failed structures on government websites and national networks. 
 
Pakistan's Cyber Engagement with Afghanistan 
Pakistan too has a sensitive cyber courting with Afghanistan.  there was little evidence of -way cyber 
coordination, but the Afghan cyber community became Indian-focused, especially at some point of the 
previous US-subsidized regime.  This created the perception in Pakistan of Indian espionage or cyber 
infiltration through Afghan networks (Ministry of Electronics and facts generation, 2023; Pakistan 
Telecommunications Authority, 2023). 

Since 2021, the Taliban's rebirth has converted the net landscape. Pakistan has continued to monitor 
how neighborhood and non-kingdom organizations can also exploit the Afghan digital domain to coordinate 
anti-Pakistan sports.  move-border cyber espionage, intercepting militant communications, and intelligence 
gathering at the moment are part of Pakistan's cyber coverage closer to India and Afghanistan.  (Ministry of 
Electronics and statistics technology, 2023; Pakistan Telecommunications Authority, 2023). 
 
Challenges and Strategic Constraints 
while Pakistan is a lively participant in the cyber struggle, it is essentially deprived, with confined sources, 
obsolete infrastructure, ineffective public-private collaboration, and an absence of nicely-skilled cybersecurity 
experts.  those weaknesses prevent Pakistan from responding to advanced attacks or assignment massive-
scale offensive campaigns (Pakistan Telecom Authority, 2023). 

However, cyber electricity stays a key component of Pakistan's strategic calculus, used no longer 
handiest to combat India, however, additionally to display rising dynamics in Afghanistan and exert digital 
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pressure wherever feasible (Ministry of Electronics and data generation, 2023; Pakistan Telecommunications 
Authority, 2023). 
 
Afghanistan 
Afghanistan, while not a conventional cyber energy, is a tremendous yet complex player in South Asia's cyber 
panorama.  The use of a's institutional frailty, cyber might, and strategic relevance make it a prone but 
powerful actor within the regional cyber imbalance, specially within the triangular interaction among India, 
Pakistan, and itself.  The United States of America’s internal battles, external alliances, and put up-2021 
realignments below Taliban management have a substantial effect on how cyber struggle impacts 
countrywide safety.  (Ministry of Electronics and records generation, 2023; Pakistan Telecommunication 
Authority, 2023; Khan, 2021; Clarke & Knake, 2010) 
 
Afghanistan's our On-Line World: Pre-2021 Tendencies 
previous to the Taliban takeover in 2021, Afghanistan's previous democratic governments had made great 
progress in developing digital governance structures.  Afghanistan mounted a basic cybersecurity 
infrastructure, promoted virtual literacy, and collaborated on cyber education and institutional improvement 
with international locations which includes India and the United States, leveraging worldwide resource and 
technological experience (Ministry of Electronics and facts era, 2023). 

India, especially, performed a critical position inside the improvement of Afghanistan's records era 
zone.  Telecommunications joint ventures, facts control, and e-governance initiatives boosted bilateral 
cooperation.  It additionally raised issues in Pakistan, which considered India's cyber presence in Afghanistan 
as a strategic hazard, taking into consideration tracking and digital impact on Pakistan's western border.  
(Ministry of Electronics and information era, 2023; Pakistan Telecommunications Authority, 2023). 
 
Cyber Uncertainty and Strategic Ambiguity within the Aftermath of the Taliban Seizure 
After the Taliban regained energy in August 2021, internet governance in Afghanistan changed substantially.  
The lack of external finance and the departure of educated personnel disrupted institutional continuity.  In 
evaluation, the Taliban seized over digital infrastructure without the essential technical know-how or external 
legitimacy to effectively operationalize it. 

whilst the Taliban is increasingly utilizing online boards for propaganda, tracking, and repression, 
ordinary cyber policy remains underdeveloped. but their internet environment has turn out to be a battlefield, 
with local actors the usage of it to collect intelligence, release disinformation operations, and behavior proxy 
battles (UN workplace on tablets and Crime, 2023). 

This vacuum represents both an opportunity and a hazard.  on the negative facet, terrorist and 
militant companies may take benefit of Afghanistan's virtual invisibility.  on the plus facet, it provides a 
possibility for regional cyber players like India and Pakistan to exert affect in a roundabout way, without 
conducting direct fight (Ministry of Electronics and information generation, 2023; Pakistan Telecom Authority, 
2023). 
 
Cybersecurity and National Security Risks 
Afghanistan's poor cybersecurity rules make the country at risk of cyber espionage, statistics robbery, and 
electronic intrusion.  government, civil registry databases, and telecommunications networks encompass 
sensitive information that may be hacked via foreign intelligence corporations or cybercrime networks. 
within the absence of an authentic cyber area and an educated cyber army, Afghanistan is reactive as 
opposed to proactive in handling cyber threats.  moreover, with the Taliban that specialize in ideological 
dominance in preference to institutional increase, cyber readiness is in all likelihood to stagnate. 
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Those weaknesses have instant implications for country wide safety, weakening intelligence 
protection, border protection coordination, and counterterrorism. additionally, they limit Afghanistan's 
capability to manage statistics dissemination and locate move-border cyber threats, making it a susceptible 
link in nearby cybersecurity resilience. 
 
Afghanistan is a Strategic Cyber Battlefield 
Even though Afghanistan lacks high-level offensive cyber abilities, it serves as a strategic cyber buffer region.  
foreign international locations have exploited it for cyber espionage, propaganda distribution, and cyber 
maneuvering—and continue to accomplish that (UN office on tablets and Crime, 2023). 

Previously, India supported Afghanistan's IT enterprise development as a cyber strategic maneuver 
to counter Pakistan's have an impact on.  Pakistan, in reaction, is now preserving an eye on Afghanistan's 
network to ensure that anti-Pakistan factors, specifically those supported by means of competing intelligence 
networks, do no longer turn out to be uncontrollable (Ministry of Electronics and statistics technology, 2023; 
Pakistan Telecommunications Authority, 2023). 

China has also expressed an accelerated hobby in Afghan net, both economically and for statistics 
collecting.  China may additionally include Afghan our on-line world into its nearby generation policy via the 
digital Silk Road and the larger Belt and avenue Initiative. 
 
Effect on nearby protection Dynamics 
Afghanistan's cyber instability has spillover results on local protection, in particular between Pakistan and 
India.  cross-border cyber-attacks, propaganda wars, and intelligence leaks from Afghanistan are probable 
to expand tensions or improve suspicions between the two nuclear buddies (Ministry of Electronics and 
information technology, 2023; Pakistan Telecommunication Authority, 2023; United nations office on pills and 
Crime, 2023). 

Furthermore, Afghanistan's disability to effectively manage its cyberspace permits foreign 
intelligence surrogates, non-state actors, and radicals to perform their sports with impunity, posing a well-
known danger to regional safety. 
 
Conclusion 
The India-Pakistan cyber divide is an essential and increasing factor of their large geopolitical competition, 
which has now spread to the digital realm with increased fervor.  at the same time as both international 
locations compete to bolster their cyberpower, the cyber global has emerged as a brand-new battleground 
inside the struggle for have an effect on, safety, and strategic deterrence.  This gap isn't technical or 
infrastructural in nature; instead, it's miles based totally on historical skepticism, diverse strategic cultures, 
and different countrywide safety concerns (Ministry of Electronics and information generation, 2023; Pakistan 
Telecom Authority, 2023). 

India's good-sized investment in cyber infrastructure, cybersecurity policies, and global our on-line 
world international relations has converted it right into a rising cyberpower.  India aspires to be a local 
power in addition to a responsible global cyber governance actor by using actively participating in global 
forums, taking part with technologically successful international locations, and growing indigenous 
technologies (Ministry of Electronics and statistics technology, 2023) 

Pakistan, then again, has expressed growing challenge approximately cyberattacks and the want for 
strong digital defense talents.  nonetheless, the United States is plagued by using a loss of sources, 
fragmented institutional frameworks, and converting cyber laws.  even though it has taken a few measures 
closer to defining its cyber policy and organizing CERTs (computer Emergency response groups), it 
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nonetheless has a big hole with India in phrases of offensive and defensive cyber abilities (Ministry of 
Electronics and information generation, 2023; Pakistan Telecom Authority, 2023). 

Afghanistan, whilst not a cyber strength, remains a key player on this cyber triangle equation. Its 
inner instability, insufficient cyber infrastructure, and on-line vulnerability create a safety vacuum that 
outside actors use to behavior spying, affect operations, and proxy wars. The Taliban management, which 
assumed control after 2021, has further weakened Afghanistan's cyber governance, making it each a target 
and a tool in nearby cyber strategies (Khan, 2021). 

The consequences of this cyber hole for Afghanistan's national protection are extensive.  The 
exploitation of Afghan cyberspace for worldwide propaganda, intelligence, and disinformation undermines 
Afghanistan's inner and local balance.  furthermore, the absence of a coordinated regional cyber protection 
framework increases the danger of escalation, miscommunication, and accidental consequences (UN office 
on pills and Crime, 2023). 

Ultimate the India-Pakistan cyber divide inside the coming years will necessitate technological 
revolution, political solve, self-assurance-constructing measures, and international cooperation.  regional 
cyber norms, bilateral engagement, and cooperative arrangements facilitated via impartial intermediaries 
can help manage tensions and promote accountable kingdom behavior in our on-line world.  If left out of 
control, cyber rivalry might spread to greater risky locations, focused on civilian populations, undermining 
fragile regimes which includes Afghanistan, and sparking larger nearby conflicts (Ministry of Electronics and 
information generation, 2023; Pakistan Telecom Authority, 2023). 

Overall, cyber war is a new measurement of cutting-edge statecraft, and the India-Pakistan-
Afghanistan triangle exemplifies how deeply digital strength is embedded in conventional geopolitical fault 
strains in the present-day era.  accountable cyber governance, shared danger belief, and cooperative safety 
ideas that emphasize shared resilience in preference to 0-sum questioning are the way of the future.  
(Ministry of Electronics and information generation, 2023; Pakistan Telecom Authority, 2023). 
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